
PERSONAL DATA PROCESSING OUTSOURCING AGREEMENT

No. ………………………………………………………..  
(successive contract No./ the University of Warsaw organisation unit code/year)

entered into on..............................., in Warsaw between:

The University of Warsaw, with its registered office in Warsaw, 26/28 Krakowskie Przedmieście, 
00-927 Warsaw, NIP (Tax ID No.) 525-001 -12-66, REGON (Statistical ID No.) 000001258, represented by 
......................................................................................... - …………..................................., 
acting on the basis of the power of attorney dated .........., hereinafter referred to as "Data Controller"

and (complete as appropriate and delete as unnecessary)

 ☐........................................................................................., Address: ……..............................
                                                 (first name and surname)                                                                                           
..............................................................................................................................................,
PESEL / issuing authority and passport or ID number of a person who does not have  PESEL number   ............................................, [footnoteRef:1] [1:  The data on the parnter which is a natural person not conducting business activity.] 


 ☐........................................................................................., Address: ……..............................
        (first name and surname)
.............................................................................................................................................., 
NIP (TAX ID NO.) ...................................., REGON (STATISTICAL ID NO.) ............................., conducting business activity under the company name of: .......................................................................... [footnoteRef:2] [2:  The data on the parnter which is a natural person conducting business activity.] 


A printout from the Central Register and Information on Economic Activity comprises an appendix to this contract,


 ☐........................................................................................., Address: ……..............................
                                                 (first name and surname)
NIP (TAX ID NO.) ...................................., 
REGON (STATISTICAL ID NO.) ............................., 
address: ….........................................................................................................................................,
		(first name and surname)	                                                  

NIP (TAX ID NO.) ...................................., REGON (STATISTICAL ID NO.) ............................., conducting business activity in the form of civil law partnership 

 ………………………………………………..., in …………………., 
NIP (TAX ID NO.) ...................................., REGON (STATISTICAL ID NO.) .............................,[footnoteRef:3] represented by: ………..………………………………....……, [3:   The data on partners who conduct business activities as part of a civil partnership.] 

                                                                                                                                    (first name and surname)
Printouts from the Central Registration and Information on Business Activity concerning partners of a civil partnership are appended to this agreement.
                                              
☐   ......................................................................................... with the registered office in  ……….........................................................................................................................................., 
entered by the District Court  .................................................................................................  
into the Register of Businesses of the National Court Register (KRS) with No. ……………, 
NIP (TAX ID NO.) ...................................., 
represented by ............................................ - ........................................, 
(first name and surname)			(position)
based on the copy from the above-mentioned National Court Register/extract from the National Court Register and power of attorney, comprising appendix(es) to this Contract[footnoteRef:4], [4:  The data on the partner which is a legal person or an unincorporated organisational unit conducting business activity.] 

hereinafter referred to as the “Processor”, 


hereinafter individually referred to as  “Party”  and jointly as  “Parties”, 
Agree as follows:
SECTION 1
Outsourcing of Personal Data Processing 
1. In connection with the implementation of the Agreement No. ........... of ..................... (date), the subject of which is  The Controller shall entrust the Processor, pursuant to Article 28 of Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation), hereinafter referred to as “GDPR", the processing of personal data, under the terms and for the purposes set out in this Agreement.	

2. The Controller declares that, within the meaning of the GDPR, it is the controller of the personal data it entrusts. 
3. The data entrusted include information on .................. (indicate the categories of data subjects, e.g. employees, students, etc.).
4. The Processing Entity declares that it is professionally engaged in the activities covered by this agreement and guarantees that it has the appropriate knowledge and resources to perform them.
5. The Processing Entity shall process personal data only on the documented instructions of the Controller.
6. Neither Party shall be entitled to remuneration in connection with the performance of this Agreement.
SECTION 2
Scope and purpose of data processing
1. The Processor shall process the following data entrusted under the Agreement for processing …………………………. (indicate the category of personal data, e.g. names, surnames, PESEL No., telephone No., e-mail address, etc.)
2. The personal data entrusted by the Controller shall be processed by the Processor exclusively in connection with and for the purpose of performing the agreement referred to in Section 1(1) and in a manner consistent with this agreement.
3. Personal data shall be processed by the Processor using IT systems or in a traditional (paper) version, solely for the purpose of proper implementation of the agreement referred to in Section 1(1).
4. The processor shall be entitled to perform on the entrusted personal data only such operations which are necessary for the performance of the agreement referred to in Section 1(1), i.e.:
1) ……,
2) ……,
3) ……,
    (describe what categories of operations the Processor will perform on the data in order to perform the agreement referred to in Section 1(1): collecting, recording, organizing, structuring, storing, adapting or modifying, downloading, browsing, using, disclosing by transmission, dissemination or otherwise making available, matching or combining, restricting, erasing or destroying).
SECTION 3
Performance of the Agreement 
1. The Processor shall in any case process the entrusted personal data only in accordance with the law, this Agreement and good practices, applicable in the field of personal data protection. By laws, the Parties mean all national and European laws that are applicable to the Controller and the Processor now or in the future, taking into account any changes thereto occurring during the term of this Agreement.
2. [bookmark: _GoBack]The Processor declares that it maintains a register of categories of processing activities and has appropriate means, including appropriate safeguards, to process data in accordance with the GDPR. When processing the entrusted data, the processor shall undertake to secure the data by taking the technical and organisational measures referred to in Article 32 of the GDPR which ensure an adequate level of security corresponding to the risks associated with 
data processing, in particular resulting from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of or access to data transmitted, stored or otherwise processed. 
3. The Processor shall only admit to the processing of data persons who:
1) have been trained by the Processor in the subject of personal data protection;
2) have individual authorisations to process the data, granted by the Processor;
3) undertake in writing to observe the principles of personal data protection, including indefinite secrecy of the content of the data as well as the ways of securing them, and declare that they are aware of the applicable legal provisions regarding protection of personal data.
SECTION 4
Responsibilities of the Processor
1. The Processor undertakes to process the data only for the purpose and to the extent specified in this agreement.	
2. The processor shall keep records of persons authorised to process the data, including those having access to the IT systems where the data are processed.
3. The Processor undertakes not to disclose to unauthorised persons information about the data, in particular about the protection measures and safeguards applied to the data by the Processor or the Data Controller.	
4. If necessary, the Controller may issue specific recommendations to the Processor regarding the processing of data in accordance with this agreement, in particular regarding data security, and the Processor shall immediately comply with the recommendations of the Data Controller.
5. As far as possible, the Processor shall assist the Controller, to the extent necessary to respond to requests from the data subject and to comply with the obligations set out in Articles 32 - 36 of the GDPR.	
6. The Processor undertakes: 
1) to provide the Controller, on each of its requests, with all the information necessary to prove the fulfilment of the obligations of the Processor resulting from the regulations governing the protection of personal data (in particular the GDPR), within 7 days from the date of acceptance of the request;
2) to immediately and effectively inform the Data Controller of:
a) each case of data protection infringement, i.e. any situations constituting a breach of the provisions on personal data protection or of this agreement, in particular those that may result in the liability of the Data Controller or the Processor under the applicable law (including the breach of data secrecy or their misuse), not later, however, than within 24 hours from the discovery of the event.	
 Notification should be made electronically to the following email addresses: ....................................................... 
and describe the nature of the breach and the categories of data concerned,
b) any legitimate request for access to data to a competent public authority, 
c) any request received directly from the data subject, in relation to the processing of his/her data, while refraining from responding to the request, unless authorised to do so by the Controller,
d) any proceedings, in particular administrative or judicial, relating to the processing of data,
e) of any administrative decision or ruling regarding the processing of data, addressed to the Processor, as well as of any planned, if known, or carried out checks and inspections, regarding the processing of data, in particular by the President of the Office for the Protection of Personal Data.
7. The Processor shall enable authorised employees of the Controller to verify during the business hours of the Processor, in the form of an audit, the state of protection and security of personal data as regards the compliance of the processing with the GDPR and the provisions of this agreement.
8. The processor shall be obliged to cooperate with the controller's employees in the verification activities referred to in Section 7.
9. The Processor shall make available to the Controller all information necessary to demonstrate compliance with the obligations set out in Article 28 of the GDPR. 
10. The Processor undertakes to inform its employees of their obligations under the legislation governing the protection of personal data and of this Agreement.	

SECTION 5
Outsourcing of Personal Data Processing 
1. A processor may entrust personal data for further processing to another processor only with the prior written consent of the Controller. 
2. The other Processor must comply with the same guarantees and obligations imposed on the Processor for the performance of this Agreement.
3. The processor shall be fully liable to the Controller for any failure to fulfil the obligations of another processor.
4. The transfer of entrusted personal data to a third country or an international organisation may only take place upon written order of the Data Controller. 
Where the Processor has such a legal obligation, the Processor shall notify the Controller prior to the processing.



SECTION 6
Rights and obligations of the Data Controller
1. The Controller undertakes to inform the Processor of the intention to carry out an audit in writing or by e-mail at least 7 working days before the planned date of such an audit.
 The Controller shall ensure that the activities of the audit do not interfere with the activities of the Processor.
2. The Controller's representatives shall be entitled to enter the premises where the personal data are processed and to request the Processor to provide information on the processing of personal data. 
3. At the end of the audit referred to in Section 1, a representative of the Controller shall draw up a protocol in 2 copies to be signed by the representatives of both Parties. The Processor may raise objections to the audit report within 5 working days from the date of its signature by the Parties. The Processor shall be obliged to comply with the recommendations contained in the protocol referred to in the preceding sentence, aimed at remedying the deficiencies and improving the security of the processing of personal data, within the deadline set by the Controller.
SECTION 7
Responsibility of the Processor
1. The Processor shall be fully liable for any damage caused to the Controller or other entities and persons as a result of the processing of personal data:
1) incompatible with GDPR or other legislation, as far as the Data Controller is concerned, or
2) not in accordance with this Contract, or 
3) without lawful instructions from the Data Controller or against such instructions. 
2. To the extent that the Data Controller and the Processor are liable under GDPR for damage to the data subject, their liability towards the data subject shall be joint and several.

SECTION 8
Duration of the contract and conditions for termination
1. The Contract is concluded for a fixed period from .................. until .................
or ...................... (indicate the period of validity of the agreement referred to in Section 1 (1).
2. The Data Controller has the right to terminate this contract without notice if: 
1) The Processor has used the personal data in a manner incompatible with this agreement, in particular has made the personal data available to unauthorised persons;
2) The processor has outsourced the processing of personal data to another processor without prior consent of the Data Controller or has failed to inform the Data Controller about the transfer of personal data to a third country or an international organisation; 
3) as a result of an audit performed by an authorised body, it is established that the Processor processes personal data in breach of the regulations governing the protection of personal data and the Processor does not cease the inappropriate processing of personal data; 
4) The Data Controller has identified irregularities in the processing of personal data or a breach of this agreement, and the Processor has not remedied the irregularities within the deadline set by the Data Controller,
5) The Processor shall give notice of its inability to continue to perform this agreement and in particular its failure to meet the requirements set out in Section 3.
3. Upon termination of this Contract, the Processor shall immediately return to the Controller any materials or media with the Personal Data which remain at its and other Processors' disposal and shall take appropriate measures to eliminate the possibility of further processing of the Personal Data, and shall furthermore erase the Personal Data in a manner that prevents its reconstruction from any information media in its and other Processors' possession (including back-up copies), subject to (4).
4. Where the European Union or Member State law requires the Processor or other processor to store personal data for a period of time indicated in those laws, the Processor or other processor shall be entitled to store personal data only to the extent necessary to comply with that legal obligation.	
5. The return referred to in Section 3 shall take place on the basis of a return protocol drawn up by the Parties in duplicate and signed by their authorised representatives.
 The protocol shall record to what extent and for what period the applicable law requires the Processor to store the personal data. 
SECTION 9
Confidentiality rules
1. The Processor undertakes to keep confidential all information, data, materials, documents and personal data received from the Controller and from persons cooperating with the Controller and data obtained in any other way, whether intentional or accidental in oral, written or electronic form (confidential data).
1. The Processor declares that in connection with the obligation to keep confidential the confidential data shall not be used, disclosed or made available without the written consent of the Data Controller for any purpose other than the performance of this agreement, unless the necessity to disclose the information held results from applicable law or this Contract.


SECTION 10
Final Provisions
1. In matters not regulated by this Contract, the relevant provisions of commonly applicable law shall apply, including the provisions of the Civil Code and GDPR, as well as other provisions relating to the protection of personal data.
2. All amendments to this Contract and its termination shall be in writing under pain of nullity.
3. Should one or more provisions of this Contract be or become invalid or ineffective, this shall not affect the validity or effectiveness of the remaining provisions of the Contract. Upon becoming aware of the invalidity of any provisions of this Contract, the Parties shall immediately draw up a written amendment to the Contract by which the defective provisions shall be repealed and, if necessary, replaced by new ones.
4. All disputes, misunderstandings or claims arising out of or in connection with the performance of this Contract, the Parties shall endeavour to resolve amicably.
 If no amicable settlement is reached, any disputes arising from this Contract shall be settled by a common court with jurisdiction over the registered office of the Data Controller.
5. The Contract is drawn up in three counterparts, two for the Controller and one for the Processor.


	.........................................
CONTROLLER
	
	......................................... 
PROCESSOR
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